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Abstract. Worm infection were an infection that attack a computer, it work by multiplied itself 
after got into a computer and made it over work and caused a computer to slowing down. 
Worm spreading infection describe by nonlinear mathematic model form with VEISV 
(Vulnerable, Exposed, Infected, Secured) as the model. Worm free equilibrium and endemic 
equilibrium were calculated to obtain the stability analysis, and numeric solution were 
performed using data from Computer Laboratory, Mathematics Department of Faculty of 
Sciences and Mathematics, Diponegoro University using Runge-Kutta fourth-order method. 
From the result of stability analysis we obtained that worm free equilibrium were not stable 
and endemic equilibrium were locally asymptotically stable, and from the result of numeric 
solution every class proportion from model were obtained. 
Keywords: worm infection, VEISV model, stability analysis. 
Introduction 
According to Jose Nazario (2004), worms is 
an autonomous and independent infectious 
agent in replicate, it have the ability to infect 
a new computer system through a network 
facilities and the worm can propagate with or 
without the intervention of the user [1]. The 
concept work of the worm, first it had to find 
a gap to get into a new computer that has not 
been infected by the worm. After the worm 
gets in it will replicate itself in any folder or 
directory on hard drive, so the hard drive 
capacity becomes full. When the hard drive 
is full, it can lead to slower performance [2]. 
Worm on computer are built to propagate 
without warning or user interaction and 
cause Distributed denial of service (DDoS), 
leaking of information, financial loss and 
threatened the security of the information [3]. 
On November 2, 1988, the first worm named 
Morris was launched by Robert Tappan 
Morris and the Morris Worm was capable of 
infecting an estimated 60.000 computer, 
costing approximately $100 million damages 
[4]. Morris became the first person tried and 
convicted under the 1986 Computer Fraud 
and Abuse Act [5]. In 2001, the Code Red and 
Nimda worms quickly infected hundreds of 
thousands of computers, causing millions of 
dollars loss to our society [6]. On January 25, 
2003 the slammer worm began to propagate 
and infected approximately 75.000 computer 
and achieved a full scanning rate of 55 million 
scan per second which caused network 
outages [7].  
So far there is no way to prevent the worm 
propagation in a short period immediately 
after detecting the worm, thus current 
research focuses more on reducing the rate 
of propagation. The mathematical model can 
be used for security countermeasures [8]. 
The model of worm propagation have been 
modeled previously by researchers. One of 
them by Bimal Kumar Mishra and Samir 
Kumar Pandey, they investigated the fuzzy 
SIRS epidemic models for the worm 
propagation in computer networks [9].  
The Similarity between the spread of a 
biological virus and malicious worm 
propagation encourages the researcher to 
adopt an epidemic model to the network 
environment [10]. Mathematic model in the 
worm propagation, the number of computers 
are divided into four state, vulnerable (V), 
include all computer which are vulnerable to 
worm attack, exposed (E) include all 
computer which are exposed to worm attack, 
infectious (I) include all computer which are 
infected to worm attack and secured (S) 
include all computer which gained one or 
more security countermeasure. 
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Mathematical model in this worm 
propagation are assumed there is no 
replacement occur and there is no 
dysfunction occur. The equilibrium were 
evaluated and analyzed the behavior of the 
system that can be determined by analyzing 
the stability of equilibrium solutions, then 
interpreting the results of the analysis into 
the real situation. 
Mathematic Model 
 Worm is an infectious independent 
agent in replicate itself, worm has the ability 
to infect a computer without the knowledge 
of the user. Therefor, will be discussed the 
mathematical model that describes the worm 
propagation so the propagation rate can be 
reduced for the future. Below is the following 
diagram of the worm propagtion.
 
The parameters used in this model are, 𝛽 is 
the contact rate, α is the state transition rate 
from E to I,  𝛹1  is the state transition rate from 
V to S,  𝛹2 is the state transition rate from E to 
S, 𝛾 is the state transition rate from I to S and 
𝜙 is the state transition rate from S to V.  
Transition process at vulnerable state  
Suppose that at time t the number of 
vulnerable computers is 𝑉(𝑡) and at the time 
(𝑡 + ∆𝑡) the number of vulnerable computers 
is 𝑉(𝑡 + ∆𝑡). so the incidence of infection at 
the time ∆𝑡 is 
𝛽𝛼
𝑁
𝐸𝑉, State transition rate from 
vulnerable state to secured state at the time 
∆𝑡 is  𝛹1𝑉∆𝑡 and the state transition rate from 
secured state to vulnerable state at the time 
∆𝑡 is 𝜙𝑆∆𝑡. The process of number of change 
in vulnerable state per unit time is as follows, 
𝑉(𝑡 + ∆𝑡) = 𝑉(𝑡) −
𝛽𝛼
𝑁
𝐸𝑉∆𝑡 −  𝛹1𝑉∆𝑡 + 𝜙𝑆∆𝑡 
𝑉(𝑡 + ∆𝑡) − 𝑉(𝑡) = −
𝛽𝛼
𝑁
𝐸𝑉∆𝑡 −  𝛹1𝑉∆𝑡 + 𝜙𝑆∆𝑡 
𝑉(𝑡 + ∆𝑡) − 𝑉(𝑡) = (−
𝛽𝛼
𝑁
𝐸𝑉 −  𝛹1𝑉 + 𝜙𝑆)∆𝑡 
𝑉(𝑡 + ∆𝑡) − 𝑉(𝑡)
∆𝑡
= −
𝛽𝛼
𝑁
𝐸𝑉 −  𝛹1𝑉 + 𝜙𝑆 
∆𝑉
∆𝑡
= −
𝛽𝛼
𝑁
𝐸𝑉 −  𝛹1𝑉 + 𝜙𝑆 
lim
∆𝑡→0
∆𝑉
∆𝑡
= lim
∆𝑡→0
−
𝛽𝛼
𝑁
𝐸𝑉 −  𝛹1𝑉 + 𝜙𝑆 
𝑑𝑉
𝑑𝑡
= −
𝛽𝛼
𝑁
𝐸𝑉 −  𝛹1𝑉 + 𝜙𝑆 
So the state transition rate at vulnerable state 
is 
𝑑𝑉
𝑑𝑡
= −
𝛽𝛼
𝑁
𝐸𝑉 −  𝛹1𝑉 + 𝜙𝑆 (1) 
Transition process at exposed state 
Suppose that at time t the number of exposed 
computers is 𝐸(𝑡) and at the time (𝑡 + ∆𝑡) the 
number of vulnerable computers is 𝐸(𝑡 + ∆𝑡). 
so the incidence of infection at the time ∆𝑡 is 
𝛽𝛼
𝑁
𝐸𝑉, state transition rate from exposed state 
to infected state at the time ∆𝑡  is 𝛼𝐸∆𝑡 , 
transition rate from exposed state to secured 
state at the time ∆𝑡 is  𝛹2𝐸∆𝑡. The process of 
number of change in exposed state per unit 
time is as follows, 
𝐸(𝑡 + ∆𝑡) = 𝐸(𝑡) +
𝛽𝛼
𝑁
𝐸𝑉∆𝑡 − 𝛼𝐸∆𝑡 −  𝛹2𝐸∆𝑡 
𝐸(𝑡 + ∆𝑡) − 𝐸(𝑡) =
𝛽𝛼
𝑁
𝐸𝑉∆𝑡 − 𝛼𝐸∆𝑡 −  𝛹2𝐸∆𝑡 
𝐸(𝑡 + ∆𝑡) − 𝐸(𝑡) = (
𝛽𝛼
𝑁
𝐸𝑉 − 𝛼𝐸 −  𝛹2𝐸)∆𝑡 
𝐸(𝑡 + ∆𝑡) − 𝐸(𝑡)
∆𝑡
=
𝛽𝛼
𝑁
𝐸𝑉 − 𝛼𝐸 −  𝛹2𝐸 
∆𝐸
∆𝑡
=
𝛽𝛼
𝑁
𝐸𝑉 − 𝛼𝐸 −  𝛹2𝐸 
lim
∆𝑡→0
∆𝐸
∆𝑡
= lim
∆𝑡→0
𝛽𝛼
𝑁
𝐸𝑉 − 𝛼𝐸 −  𝛹2𝐸 
𝑑𝐸
𝑑𝑡
=
𝛽𝛼
𝑁
𝐸𝑉 − 𝛼𝐸 −  𝛹2𝐸 
 
So the state transition rate at exposed state is 
𝑑𝐸
𝑑𝑡
=
𝛽𝛼
𝑁
𝐸𝑉 − (𝛼 +  𝛹2)𝐸 (2) 
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Transition process at infected state 
Suppose that at time t the number of infected 
computers is 𝐼(𝑡) and at the time (𝑡 + ∆𝑡) the 
number of vulnerable computers is 𝐼(𝑡 + ∆𝑡). 
So the state transition rate from exposed state 
to infected state at the time ∆𝑡  is 𝛼𝐸∆𝑡 , the 
state transition rate from infected state to 
secured state at the time ∆𝑡  is 𝛾𝐼∆𝑡 . The 
process of number of change in infected state 
per unit time is as follows,  
𝐼(𝑡 + ∆𝑡) = 𝐼(𝑡) + 𝛼𝐸∆𝑡 − 𝛾𝐼∆𝑡 
𝐼(𝑡 + ∆𝑡) − 𝐼(𝑡) = 𝛼𝐸∆𝑡 − 𝛾𝐼∆𝑡 
𝐼(𝑡 + ∆𝑡) − 𝐼(𝑡) = (𝛼𝐸 − 𝛾𝐼)∆𝑡 
𝐼(𝑡 + ∆𝑡) − 𝐼(𝑡)
∆𝑡
= 𝛼𝐸 − 𝛾𝐼 
∆𝐼
∆𝑡
= 𝛼𝐸 − 𝛾𝐼 
lim
∆𝑡→0
∆𝐼
∆𝑡
= lim
∆𝑡→0
𝛼𝐸 − 𝛾𝐼 
𝑑𝐼
𝑑𝑡
= 𝛼𝐸 − 𝛾𝐼 
 So the state transition rate at exposed state is  
𝑑𝐼
𝑑𝑡
= 𝛼𝐸 − 𝛾𝐼  (3) 
Transition process at secured state 
Suppose that at time t the number of infected 
computers is 𝑆(𝑡) and at the time (𝑡 + ∆𝑡) the 
number of vulnerable computers is 𝑆(𝑡 + ∆𝑡). 
So the State transition rate from vulnerable 
state to secured state at the time ∆𝑡 is  𝛹1𝑉∆𝑡, 
state transition rate from exposed state to 
secured state at the time ∆𝑡  is  𝛹2𝐸∆𝑡, state 
transition rate from infected state to secured 
state at the time ∆𝑡  is 𝛾𝐼∆𝑡  and the state 
transition rate from secured state to 
vulnerable state at the time ∆𝑡  is 𝜙𝑆∆𝑡. The 
process of number of change in secured state 
per unit time is as follows 
𝑆(𝑡 + ∆𝑡) = 𝑆(𝑡) +  𝛹1𝑉∆𝑡 +  𝛹2𝐸∆𝑡 + 𝛾𝐼∆𝑡 −
𝜙𝑆∆𝑡  
𝑆(𝑡 + ∆𝑡) − 𝑆(𝑡) =  𝛹1𝑉∆𝑡 +  𝛹2𝐸∆𝑡 + 𝛾𝐼∆𝑡 −
𝜙𝑆∆𝑡  
𝑆(𝑡 + ∆𝑡) − 𝑆(𝑡) = ( 𝛹1𝑉 +  𝛹2𝐸 + 𝛾𝐼 − 𝜙𝑆)∆𝑡  
𝑆(𝑡+∆𝑡)−𝑆(𝑡)
∆𝑡
=  𝛹1𝑉 +  𝛹2𝐸 + 𝛾𝐼 − 𝜙𝑆  
∆𝑆
∆𝑡
=  𝛹1𝑉 +  𝛹2𝐸 + 𝛾𝐼 − 𝜙𝑆  
lim
∆𝑡→0
∆𝑆
∆𝑡
= lim
∆𝑡→0
 𝛹1𝑉 +  𝛹2𝐸 + 𝛾𝐼 − 𝜙𝑆  
𝑑𝑆
𝑑𝑡
=  𝛹1𝑉 +  𝛹2𝐸 + 𝛾𝐼 − 𝜙𝑆  
So the state transition rate at secured state is  
𝑑𝑆
𝑑𝑡
=  𝛹1𝑉 +  𝛹2𝐸 + 𝛾𝐼 − 𝜙𝑆 (4) 
From Eq. (1), (2), (3) and (4) based on the 
transition process, the worm propagation 
model is: 
𝑑𝑉
𝑑𝑡
= −
𝛽𝛼
𝑁
𝐸𝑉 −  𝛹1𝑉 +  𝜙𝑆 (5) 
𝑑𝐸
𝑑𝑡
=
𝛽𝛼
𝑁
𝐸𝑉 − (𝛼 +  𝛹2)𝐸 
𝑑𝐼
𝑑𝑡
= 𝛼𝐸 − 𝛾𝐼 
𝑑𝑆
𝑑𝑡
=  𝛹1𝑉 +  𝛹2𝐸 + 𝛾𝐼 − 𝜙𝑆  
Assumed the total number of computers in a 
network is constant, then N = V (t) + E (t) + I 
(t) + S (t), which means that S (t) = N-V (t) -E 
(t) - I (t). So the model in Eq. (5) becomes, 
𝑑𝑉
𝑑𝑡
=  𝜙𝑁 −
𝛽𝛼
𝑁
𝐸𝑉 − ( 𝛹1 + 𝜙)𝑉 −  𝜙𝐸 −  𝜙𝐼 (6) 
𝑑𝐸
𝑑𝑡
=
𝛽𝛼
𝑁
𝐸𝑉 − (𝛼 +  𝛹2)𝐸  
𝑑𝐼
𝑑𝑡
= 𝛼𝐸 − 𝛾𝐼  
Equilibrium Points 
Based on system of differential equation Eq. 
(6), two equilibrium points were obtained as 
3.1 Worm free equilibrium points 
Worm free equilibrium points mean all 
computers in the network are free from worm 
so 𝐸 = 0  and from system of differential 
equation Eq. (6) the worm free equilibrium 
points occurs at 𝐸𝑄𝑤𝑓 = (𝑉1
∗, 𝐸1
∗, 𝐼1
∗) =
( 
𝜙
( 𝛹1+𝜙)
𝑁, 0,0). 
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 Worm epidemic equilibrium points 
Worm epidemic equilibrium points mean 
there is infected computer by worm and it 
can infected a new computer thus there is a 
worm propagation so E ≠ 0, and from system 
of differential equation Eq. (6) the worm 
epidemic equilibrium points occurs at 
𝐸𝑄𝑤𝑒 = (𝑉2
∗, 𝐸2
∗, 𝐼2
∗)  =
( 
𝛼+ 𝛹2
𝛽𝛼
𝑁,
(𝜙−( 𝛹1+𝜙)
(𝛼+ 𝛹2)
𝛽𝛼
)
((𝛼+ 𝛹2)+ 𝜙+ 𝜙
𝛼
𝛾
)
 𝑁,
𝛼
𝛾
𝐸2
∗) 
Basic Reproduction Number 
Basic reproduction number (𝑅0)  is an 
average number of new computer on 
vulnerable computer state that infected by 
worm due to the influence of computer that 
already infected. If 𝑅0 < 1 , then every 
infected computer can only spread the 
infection to a new computer with an avarege 
less than one computer which mean there is 
no worm propagation. If 𝑅0 > 1, then every 
infected computer can spread the infection to 
a new computer with an average more than 
one computer which mean there is worm 
propagation. Next Generation Matrix were 
used to obtain the basic reproduction 
number and here is the basic reproduction 
number: 
𝑅0 =
𝛽𝛼𝜙
( 𝛹1+𝜙)(𝛼+ 𝛹2)
= 4.8076  
Stability Analysis 
5.1 Stability analysis on worm free 
equilibrium points 
To analyze the stability of mathematic model 
of worm propagation on worm free 
equilibrium point, linearization system of the 
model were done by using the gradient 
method, according to the linearization, the 
jacobian matrix at worm free equilibrium 
points is: 
𝐽𝑄𝑤𝑓 =
[
 
 
 
 − ( 𝛹1 + 𝜙) −
𝛽𝛼
𝑁
𝜙
( 𝛹1+𝜙)
𝑁 −  𝜙 −𝜙
0
𝛽𝛼
𝑁
𝜙
( 𝛹1+𝜙)
𝑁 − (𝛼 +  𝛹2) 0
0 𝛼 −𝛾]
 
 
 
 
  
The eigen value from jacobian matrix at free 
equilibrium points were obtained as follow: 
𝜆1 = − ( 𝛹1 + 𝜙)  
𝜆2 =
𝛽𝛼
𝑁
𝜙
( 𝛹1+𝜙)
𝑁 − (𝛼 +  𝛹2)  
𝜆3 = −𝛾  
Equilibrium points is stable when the eigen 
value 𝜆𝑖 = 0, for 𝑖 = 1,2,3  and equilibrium 
points is locally asymptotically stable when 
the eigen value 𝜆𝑖 < 0, for 𝑖 = 1,2,3. Since all 
the parameter of the model have positive 
value, then 𝜆1 < 0  and 𝜆3 < 0 , in order the 
equilibrium points is locally asymptotically 
stable then 𝜆2  has to less than 0, so the 
following condition has to be satisfied: 
𝛽𝛼
𝑁
𝜙
( 𝛹1+𝜙)
𝑁 − (𝛼 +  𝛹2) < 0  
Lemma 1.  
The worm free equilibrium 𝐸𝑄𝑤𝑓  is locally 
asymptotically stable when 𝑅0 ≤ 1  and the 
𝐸𝑄𝑤𝑓  is unstable when 𝑅0 > 1. 
Proof 1. 
To satisfied the condition for system to be 
asymptotically stable is that all eigenvalue 
has to be negative value. The stability 
condition satisfied if 𝜆𝑖 < 0 for i=1,2,3. Since 
the parameters 𝛹1 , 𝜙 and 𝛾 has positive value 
so 𝜆1 and 𝜆3 has a negative value, 𝜆2 need to 
have a negative value too to satisfied the 
condition, so: 
𝛽𝛼
𝑁
𝜙
( 𝛹1+𝜙)
𝑁 − (𝛼 +  𝛹2) < 0  
𝜙
( 𝛹1+𝜙)
𝑁 <
 (𝛼+ 𝛹2)
𝛽𝛼
𝑁
  
𝛽𝛼𝜙
( 𝛹1+𝜙)(𝛼+ 𝛹2)
< 1  
Because 𝑅0 < 1 , which is sufficient to the 
condition on lemma 1. Therefore the 
condition for system to be asymptotically 
stable are satisfied. 
5.2 Stability analysis on worm epidemic 
equilibrium points 
To analyze the stability of mathematic model 
of worm propagation on worm epidemic 
equilibrium point, linearization system of the 
model were done by using the gradient 
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method, according to the linearization, the 
jacobian matrix at worm epidemic 
equilibrium points is: 
𝐽𝐸𝑄𝑤𝑒 =
[
 
 
 −
𝛽𝛼
𝑁
𝑝
𝑞
 𝑁 − ( 𝛹1 + 𝜙) −𝛼 −  𝛹2 −  𝜙 −𝜙
𝛽𝛼
𝑁
𝑝
𝑞
 𝑁 0 0
0 𝛼 −𝛾]
 
 
 
  
with 𝑝 =  𝜙 − ( 𝛹1 + 𝜙)
(𝛼+ 𝛹2)
𝛽𝛼
 and 𝑞 =  (𝛼 +
 𝛹2) +  𝜙 +  𝜙
𝛼
𝛾
 
the characteristic polynomial at 𝜆 is: 
ℎ(𝜆) = 𝑎3𝜆
3  + 𝑎2𝜆
2 + 𝑎1𝜆 + 𝑎0, 
with  
𝑎3 = 1 
𝑎2 =
𝛽𝛼
𝑁
𝐸2
∗ +  𝛹1 + 𝜙 + 𝛾  
𝑎1 = (
𝛽𝛼
𝑁
𝐸2
∗+𝛹1 + 𝜙) (𝛾) +
𝛽𝛼
𝑁
𝐸2
∗(𝛼 +  𝛹2 + 𝜙)  
𝑎0 = (
𝛽𝛼
𝑁
𝐸2
∗(𝛼 +  𝛹2 + 𝜙)) 𝛾 +
𝛽𝛼
𝑁
𝐸2
∗𝛼𝜙  
Stability analyze of worm epidemic 
equilibrium points determine by using 
Routh-Hurwitz criteria. Based on Routh-
Hurwitz criteria, verifying that 
𝑎1𝑎2−𝑎0𝑎3
𝑎2
 has 
the same sign with 𝑎1 , because all the 
parameter has a positive value. thus 𝑎0 >
0, 𝑎1 > 0, 𝑎2 > 0, 𝑎3 > 0,
𝑎1𝑎2−𝑎0𝑎3
𝑎2
>
0 and 𝑎1𝑎2 > 𝑎0𝑎3  so the Routh-Hurwitz 
stability criteria are satisfied, hence all the 
eigen value has a negative value. So the 
worm epidemic equilibrium is locally 
asymptotically stable. 
Case Study  
Numerical simulation for this mathematic 
model used the method of Runge-Kutta fourth 
Order, using the data from Computer 
Laboratory, Mathematics Department of 
Faculty of Sciences and Mathematics, 
Diponegoro University for initial value and 
without prejudice to the generality 
parameter values based on the literature [8], 
the simulation conducted with MATLAB and 
through the simulation we will find out the 
worm propagation in every state and the 
model stability. 
Two equilibrium points were obtained as: 
Worm free equilibrium points 
From substituted the parameter value to the 
Eq.(6) Worm free equilibrium points were 
obtained as:  
(𝑉1
∗, 𝐸1
∗, 𝐼1
∗) = ( 
𝜙
( 𝛹1+𝜙)
𝑁, 0, 0) = (15, 0, 0) 
The eigenvalue of jacobian matrix on worm 
free equilibrium points are -0.0008, 11.75025 
and 0.5 because not all eigenvalue have a 
negative value thus the model not stable at 
worm free equilibrium so there is a worm 
propagation on a network 
Worm endemic equilibrium points 
From substituted the parameter value to the 
Eq.(6) Worm endemic equilibrium points 
were obtained as:  
(𝑉2
∗, 𝐸2
∗, 𝐼2
∗)  =
( 
𝛼+ 𝛹2
𝛽𝛼
𝑁,
(𝜙−( 𝛹1+𝜙)
(𝛼+ 𝛹2)
𝛽𝛼
)
((𝛼+ 𝛹2)+ 𝜙+ 𝜙
𝛼
𝛾
)
 𝑁,
𝛼
𝛾
𝐸2
∗) =
(3.12006, 0.00176, 0.00307)  
The eigenvalue of jacobian matrix on 
endemic equilibrium points -3.086, -0.5 and -
0.0038 because all eigenvalue have a 
negative value thus the model locally 
asymptotically stable at worm endemic 
equilibrium points so there is a worm 
propagation on a network. 
Basic reproduction number were obtained 
from the parameter value is 𝑅0 = 4.8076 > 1, 
which mean every infected computer can 
spread the infection to a new computer with 
an average more than one computer then 
there is worm propagation. 
Here is the results number of change of 
computer in every state using MATLAB: 
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(i)  
(2)  
Figure 1. (1) The number of change of 
computer in vulnerable state (2) The 
number of change of computer in exposed 
and infected state  
Fig.(1) show that computer in vulnerable 
state prone to have a reduction which mean 
the number of vulnerable computers will 
decreased by every hour. Fig. (2) show that 
computer in exposed and infected state 
prone to have a reduction which mean the 
number of exposed and infected computers 
will decreased by every hour. 
Conclusion 
Based on the result of mathematic model of 
worm propagation two equilibrium points 
were obtain, worm free equilibrium points =
( 
𝜙
( 𝛹1+𝜙)
𝑁, 0,0) = (15, 0, 0)  and worm 
epidemic equilibrium points =
( 
𝛼+ 𝛹2
𝛽𝛼
𝑁,
(𝜙−( 𝛹1+𝜙)
(𝛼+ 𝛹2)
𝛽𝛼
)
((𝛼+ 𝛹2)+ 𝜙+ 𝜙
𝛼
𝛾
)
 𝑁,
𝛼
𝛾
𝐸2
∗). 
From the simulation result using MATLAB, 
worm propagation and the number of change 
of computer in every state were obtained as 
computer in vulnerable state prone to have a 
reduction and computer in exposed and 
infected state also prone to have a reduction. 
The stability analysis for endemic 
equilibrium is stable locally asymptotic 
which mean there is a worm propagation in a 
network. 
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